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Êðèòåðèè ðàñïðîñòðàíåíèÿ ðàçëè÷íûõ êëàññîâ áóëåâûõ

ôóíêöèé è èõ ñâîéñòâà

Ã.À. Èñàåâ

Àííîòàöèÿ�Âïåðâûå îïðåäåëåíèå êðèòåðèÿ
ðàñïðîñòðàíåíèÿ áóëåâûõ ôóíêöèé áûëî ââåäåíî
Áàðòîì Ïðåíååëåì è ñîàâòîðàìè â ðàáîòå [5]. Ýòî
ïîíÿòèå ïðåäñòàâëÿåò ñîáîé ìíîæåñòâî âåêòîðîâ,
äëÿ êîòîðûõ ñîîòâåòñòâóþùèå èì ïðîèçâîäíûå
áóëåâîé ôóíêöèè ÿâëÿþòñÿ óðàâíîâåøåííûìè
ôóíêöèÿìè. Îíî õàðàêòåðèçóåò ñòàòèñòè÷åñêèå
ñâîéñòâà ñåìåéñòâà ïðîèçâîäíûõ áóëåâîé ôóíêöèè,
èãðàþùèõ âàæíóþ ðîëü â àíàëèçå è ñèíòåçå
êðèïòîñèñòåì.

Äëÿ íåêîòîðûõ êëàññîâ áóëåâûõ ôóíêöèé
êðèòåðèé ðàñïðîñòðàíåíèÿ îïðåäåëÿåò èõ
ýêñòðåìàëüíûå ñâîéñòâà. Íàïðèìåð, äëÿ áåíò-
ôóíêöèé êðèòåðèé ðàñïðîñòðàíåíèÿ îïðåäåëÿåò
èõ ìàêñèìàëüíóþ íåëèíåéíîñòü. Îäíàêî ãëàâíûì
íåäîñòàòêîì áåíò-ôóíêöèé ÿâëÿåòñÿ îòñóòñòâèå
óðàâíîâåøåííîñòè, ÷òî îçíà÷àåò, ÷òî òàêèå
ôóíêöèè íå èìåþò ðàâíîìåðíîãî ðàñïðåäåëåíèÿ
âûõîäíûõ äàííûõ. Ïîñòðîåíèå óðàâíîâåøåííûõ
áóëåâûõ ôóíêöèé, îáëàäàþùèõ âûñîêîé
íåëèíåéíîñòüþ è áîëüøèì ÷èñëîì âåêòîðîâ,
óäîâëåòâîðÿþùèõ êðèòåðèþ ðàñïðîñòðàíåíèÿ,
äî ñèõ ïîð îñòà¼òñÿ îòêðûòîé ïðîáëåìîé â
êðèïòîãðàôèè.

Â ðàáîòå ïîëó÷åíû òî÷íûå çíà÷åíèÿ è
îöåíêè êîëè÷åñòâà âåêòîðîâ, óäîâëåòâîðÿþùèõ
êðèòåðèþ ðàñïðîñòðàíåíèÿ áóëåâûõ ôóíêöèé
èç èçâåñòíûõ êðèïòîãðàôè÷åñêèõ êëàññîâ,
òàêèõ êàê ïëàòîâèäíûå ôóíêöèè, ôóíêöèè èç
êëàññà Ìàéîðàíà�ÌàêÔàðëàíäà, êâàäðàòè÷íûå
ôóíêöèè, àëãåáðàè÷åñêè âûðîæäåííûå ôóíêöèè
è ìóëüòèàôôèííûå ôóíêöèè. Ïîêàçàíî òàêæå,
÷òî ÷èñëî âåêòîðîâ, óäîâëåòâîðÿþùèõ êðèòåðèþ
ðàñïðîñòðàíåíèÿ, ÿâëÿåòñÿ èíâàðèàíòîì äëÿ
ðàñøèðåíèÿ ïîëíîé àôôèííîé ãðóïïû ïåðâîé
ñòåïåíè.

Êëþ÷åâûå ñëîâà�áóëåâà ôóíêöèÿ, êðèòåðèé
ðàñïðîñòðàíåíèÿ, ïîëíàÿ àôôèííàÿ ãðóïïà,
ðàñøèðåíèå ïîëíîé àôôèííîé ãðóïïû.

I. Ââåäåíèå

Ñðåäè îñíîâíûõ êðèïòîãðàôè÷åñêèõ ñâîéñòâ áóëåâûõ
ôóíêöèé áîëüøîå âíèìàíèå óäåëÿåòñÿ ñòðîãîìó ëàâèííîìó
êðèòåðèþ ([12]). Ýòî ïîíÿòèå ÿâëÿåòñÿ ÷àñòíûì ñëó÷àåì
äðóãîãî âàæíîãî ïîíÿòèÿ, èìåíóåìîãî êðèòåðèåì
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ðàñïðîñòðàíåíèÿ (ïîä êðèòåðèåì ðàñïðîñòðàíåíèÿ áóëåâîé
ôóíêöèè ïîíèìàþò ìíîæåñòâî âåêòîðîâ, äëÿ êîòîðûõ
ñîîòâåòñòâóþùèå èì ïðîèçâîäíûå áóëåâîé ôóíêöèè
ÿâëÿþòñÿ óðàâíîâåøåííûìè ôóíêöèÿìè (ñì. [5])). ×èñëî
âåêòîðîâ, óäîâëåòâîðÿþùèõ êðèòåðèþ ðàñïðîñòðàíåíèÿ,
ÿâëÿåòñÿ ïàðàìåòðîì, îïèñûâàþùèì ñòàòèñòè÷åñêèå
ñâîéñòâà ïðîèçâîäíûõ áóëåâîé ôóíêöèè. Ìàêñèìàëüíîå
çíà÷åíèå ýòîãî ïàðàìåòðà èìååò ìåñòî ëèøü ïðè ÷¼òíîì
÷èñëå ïåðåìåííûõ è äëÿ ýêñòðåìàëüíîãî êëàññà áóëåâûõ
ôóíêöèé, íàçûâàåìûõ áåíò-ôóíêöèÿìè, à ìèíèìàëüíîå
çíà÷åíèå äîñòèãàåòñÿ òîëüêî ó àôôèííûõ ôóíêöèé.

Â äàííîé ðàáîòå ïîëó÷åíû òî÷íûå çíà÷åíèÿ è
îöåíêè êîëè÷åñòâà âåêòîðîâ, óäîâëåòâîðÿþùèõ êðèòåðèþ
ðàñïðîñòðàíåíèÿ áóëåâûõ ôóíêöèé èç èçâåñòíûõ
êðèïòîãðàôè÷åñêèõ êëàññîâ, òàêèõ êàê ïëàòîâèäíûå
ôóíêöèè, ôóíêöèè èç êëàññà Ìàéîðàíà�ÌàêÔàðëàíäà,
êâàäðàòè÷íûå ôóíêöèè, àëãåáðàè÷åñêè âûðîæäåííûå
ôóíêöèè è ìóëüòèàôôèííûå ôóíêöèè. Ïîêàçàíî
òàêæå, ÷òî ÷èñëî âåêòîðîâ, óäîâëåòâîðÿþùèõ êðèòåðèþ
ðàñïðîñòðàíåíèÿ áóëåâîé ôóíêöèè, ÿâëÿåòñÿ èíâàðèàíòîì
äëÿ ðàñøèðåíèÿ ïîëíîé àôôèííîé ãðóïïû ïåðâîé ñòåïåíè.

II. Îñíîâíûå îïðåäåëåíèÿ è îáîçíà÷åíèÿ

Ïóñòü F2 � êîíå÷íîå ïîëå, ñîñòîÿùåå èç äâóõ
ýëåìåíòîâ, Vn = Fn2 � âåêòîðíîå ïðîñòðàíñòâî íàáîðîâ
äëèíû n ñ êîìïîíåíòàìè èç ïîëÿ F2. Áóëåâîé ôóíêöèåé
îò n ïåðåìåííûõ íàçûâàåòñÿ îòîáðàæåíèå èç Vn â F2.
Ìíîæåñòâî âñåõ áóëåâûõ ôóíêöèé îò n ïåðåìåííûõ
îáîçíà÷èì ÷åðåç Fn. Îïåðàöèè ñëîæåíèÿ è óìíîæåíèÿ
ýëåìåíòîâ ïîëÿ F2 áóäåì îáîçíà÷àòü ñîîòâåòñòâåííî ÷åðåç
¾⊕¿ è ¾·¿ (äàëåå ìû áóäåì ÷àñòî îïóñêàòü çíàê ¾·¿:
ab = a · b).

Ïðîèçâîëüíóþ áóëåâó ôóíêöèþ f èç Fn ìîæíî
ïðåäñòàâèòü (ñì. [1]) â ôîðìå ïîëèíîìà îò n ïåðåìåííûõ,
òî åñòü

f(x1, x2, . . . , xn) = a0 ⊕ a1x1 ⊕ a2x2 ⊕ · · · ⊕ anxn⊕

⊕a12x1x2 ⊕ a13x1x3 ⊕ · · · ⊕ a1...nx1 . . . xn,
ãäå ai1...ij ∈ F2, j = 1, 2, . . . , n. Òàêîé ïðåäñòàâëåíèå
ôóíêöèè íàçûâàåòñÿ ïîëèíîìîì Æåãàëêèíà èëè
àëãåáðàè÷åñêîé íîðìàëüíîé ôîðìîé (ÀÍÔ).
Âûðàæåíèå xi1 . . . xij , j = 1, 2, . . . , n (êîãäà ai1...ij = 1) â
ïîëèíîìå Æåãàëêèíà ôóíêöèè f íàçûâàåòñÿ ñëàãàåìûì
â ïîëèíîìå Æåãàëêèíà ôóíêöèè f . ×èñëî ïåðåìåííûõ
â ñàìîì äëèííîì ñëàãàåìîì ïîëèíîìà Æåãàëêèíà
ôóíêöèè f íàçûâàåòñÿ àëãåáðàè÷åñêîé ñòåïåíüþ
ôóíêöèè f è îáîçíà÷àåòñÿ ÷åðåç deg f . Åñëè ôóíêöèÿ
èìååò ñòåïåíü íå âûøå 1, òî îíà íàçûâàåòñÿ àôôèííîé.
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Ïóñòü 〈a, b〉 = a1b1⊕· · ·⊕anbn � ñêàëÿðíîå ïðîçâåäåíèå
âåêòîðîâ a, b ∈ Vn. Ïðåîáðàçîâàíèåì Óîëøà�Àäàìàðà
áóëåâîé ôóíêöèè f èç Fn ([1]) íàçûâàþò öåëî÷èñëåííóþ
ôóíêöèþ Wf , çàäàâàåìóþ íà ìíîæåñòâå Vn ðàâåíñòâîì

Wf (ω) =
∑
u∈Vn

(−1)〈u,ω〉⊕f(u).

Âåñ Õýììèíãà wt(x) âåêòîðà x = (x1, . . . , xn) �
ýòî ÷èñëî íåíóëåâûõ êîîðäèíàò xi. Âåñ wt(f) áóëåâîé
ôóíêöèè f îïðåäåëÿåòñÿ ðàâåíñòâîì

wt(f) = #{x ∈ Vn : f(x) = 1},

ãäå ðåø¼òêà ¾#¿ � ìîùíîñòü ñîîòâåòñòâóþùåãî êîíå÷íîãî
ìíîæåñòâà.

Áóëåâà ôóíêöèÿ f ∈ Fn íàçûâàåòñÿ óðàâíîâåøåííîé,
åñëè wt(f) = 2n−1.

Ðàññòîÿíèåì Õýììèíãà ìåæäó äâóìÿ ôóíêöèÿìè
f è g èç Fn íàçûâàåòñÿ ÷èñëî, çàäàâàåìîå âûðàæåíèåì
dist(f, g) = wt(f ⊕ g).

Íåëèíåéíîñòü nl(f) áóëåâîé ôóíêöèè f ∈ Fn �
ýòî ðàññòîÿíèå îò f äî ìíîæåñòâà àôôèííûõ ôóíêöèé
An ⊂ Fn:

nl(f) = dist(f,An) = min
l∈An

(dist(f, l)).

Îáû÷íî äëÿ âû÷èñëåíèÿ ýòîãî ïàðàìåòðà ïîëüçóþòñÿ
ñîîòíîøåíèåì:

nl(f) = 2n−1 − 1

2
·Wmax,

ãäå Wmax = maxω∈Vn

(
|Wf (ω)|

)
.

Ïðîèçâîäíîé ïî íàïðàâëåíèþ u ∈ Vn ôóíêöèè f ∈
∈ Fn íàçûâàåòñÿ áóëåâà ôóíêöèÿ Duf(x) = f(x)⊕f(x⊕u),
ãäå x ∈ Vn.
Óòâåðæäåíèå 1 ([1]). Ïðîèçâîäíàÿ áóëåâîé ôóíêöèè
îáëàäàåò ñëåäóþùèìè ëåãêî ïðîâåðÿåìûìè ñâîéñòâàìè:

1. Äëÿ ëþáûõ u, v, x ∈ Vn ñïðàâåäëèâî ðàâåíñòâî
Du⊕vf(x) = Duf(x)⊕Dvf(x⊕ u);

2. Äëÿ ëþáûõ f, g ∈ Fn è ëþáîãî âåêòîðà u ∈ Vn
âûïîëíåíî ðàâåíñòâî Du(f⊕g)(x) = Duf(x)⊕Dug(x);

3. Ïðîèçâîäíàÿ ôóíêöèè f ∈ Fn ïî íàïðàâëåíèþ
åäèíè÷íîãî âåêòîðà e(i) ∈ Vn ñ åäèíèöåé â
i-é ïîçèöèè è íóëÿìè â îñòàëüíûõ ÿâëÿåòñÿ
êîíñòàíòîé òîãäà è òîëüêî òîãäà, êîãäà ôóíêöèÿ
ìîæåò áûòü ïðåäñòàâëåíà â âèäå

f(x1, x2, . . . , xn) = εx1 ⊕ g(x2, . . . , xn),

ãäå ε ∈ {0, 1} � êîíñòàíòà;

4. Ïðîèçâîäíàÿ ôóíêöèè f ∈ Fn ïîñòîÿííà ïî
êàæäîìó íàïðàâëåíèþ òîãäà è òîëüêî òîãäà, êîãäà
ýòà ôóíêöèÿ ÿâëÿåòñÿ àôôèííîé.

Àâòîêîððåëÿöèîííîé ôóíêöèåé áóëåâîé ôóíêöèè
f ∈ Fn íàçûâàåòñÿ ôóíêöèÿ ∆f (u), èìåþùàÿ âèä

∆f (u) =
∑
x∈Vn

(−1)f(x)⊕f(x⊕u) =
∑
x∈Vn

(−1)Duf(x).

Äëÿ ëþáîé ôóíêöèè f ∈ Fn âûïîëíÿåòñÿ∑
u∈Vn

∆f (u) = W 2
f (0n), 0n = (0, . . . , 0︸ ︷︷ ︸

n

).

Áåíò-ôóíêöèåé íàçûâàåòñÿ òàêàÿ áóëåâà ôóíêöèÿ
îò n ïåðåìåííûõ, ãäå n ÷åòíî, ÷òî ìîäóëü êàæäîãî
êîýôôèöèåíòà Óîëøà-Àäàìàðà ýòîé ôóíêöèè ðàâåí 2

n
2 .

III. Êðèòåðèé ðàñïðîñòðàíåíèÿ áóëåâûõ

ôóíêöèé

Âïåðâûå îïðåäåëåíèå êðèòåðèÿ ðàñïðîñòðàíåíèÿ
áóëåâûõ ôóíêöèé áûëî ââåäåíî Áàðòîì Ïðåíååëåì è
ñîàâòîðàìè â ðàáîòå [5]. Ýòî ïîíÿòèå õàðàêòåðèçóåò
ñòàòèñòè÷åñêèå ñâîéñòâà ñåìåéñòâà ïðîèçâîäíûõ áóëåâîé
ôóíêöèè, èãðàþùèõ âàæíóþ ðîëü â ñèíòåçå è àíàëèçå
êðèïòîñèñòåì � â ÷àñòíîñòè, â õýø-ôóíêöèÿõ è áëî÷íûõ
øèôðàõ.

Ïóñòü f ∈ Fn è u ∈ Vn. Áóëåâà ôóíêöèÿ f
óäîâëåòâîðÿåò êðèòåðèþ ðàñïðîñòðàíåíèÿ ïî
íàïðàâëåíèþ u, åñëè ïðîèçâîäíàÿ Duf � óðàâíîâåøåííàÿ
ôóíêöèÿ (÷òî ýêâèâàëåíòíî óñëîâèþ ∆f (u) = 0).
Ìíîæåñòâî âñåõ òàêèõ âåêòîðîâ áóäåì îáîçíà÷àòü ÷åðåç
EPC(f) = {u ∈ Vn : wt(Duf) = 2n−1} è íàçûâàòü
ìíîæåñòâîì êðèòåðèÿ ðàñïðîñòðàíåíèÿ ôóíêöèè
f . Ìîùíîñòü ýòîãî ìíîæåñòâà îáîçíà÷èì ÷åðåç pcf .
Î÷åâèäíî, ÷òî 0 6 pcf 6 2n − 1. Äîñòèæèìîñòü
óêàçàííûõ âûøå ãðàíèö ìîæíî ïðîäåìîíñòðèðîâàòü
íà ïðèìåðå áóëåâûõ ôóíêöèé èç èçâåñòíûõ êëàññîâ. Äëÿ
ïðîèçâîëüíîãî n è ïðîèçâîëüíîé àôôèííîé ôóíêöèè èç
Fn å¼ pcf ðàâíà 0 (ïî ÷åòâ¼ðòîìó ïóíêòó Óòâåðæäåíèÿ 1).
Äëÿ ÷¼òíîãî n è äëÿ ïðîèçâîëüíîé áåíò-ôóíêöèè èç Fn å¼
pcf ðàâíà 2n − 1 (êðèòåðèé Ðîòõàóçà, ñì. [9]).

Íèæå ïðèâîäÿòñÿ ðåçóëüòàòû, îòðàæàþùèå ñâÿçè
êðèòåðèÿ ðàñïðîñòðàíåíèÿ ñî ñïåêòðàëüíûìè è
ìåòðè÷åñêèìè ñâîéñòâàìè áóëåâûõ ôóíêöèé.

Õàðàêòåðèçàöèÿ âåêòîðîâ èç ìíîæåñòâà EPC(f)
çàäà¼òñÿ ñëåäóþùèì óòâåðæäåíèåì.

Òåîðåìà 1 ([1]). Âåêòîð u ∈ Vn ïðèíàäëåæèò EPC(f)
òîãäà è òîëüêî òîãäà, êîãäà âûïîëíåíî ðàâåíñòâî∑

x∈Vn

(−1)〈x,u〉W 2
f (x) = 0.

Ñîîòíîøåíèå ìåæäó ÷èñëîì âåêòîðîâ êðèòåðèÿ
ðàñïðîñòðàíåíèÿ ôóíêöèè, å¼ àëãåáðàè÷åñêîé ñòåïåíüþ
è ìàêñèìàëüíûì çíà÷åíèåì ìîäóëÿ êîýôôèöèåíòîâ
Óîëøà�Àäàìàðà îïèñûâàåò ñëåäóþùåå íåðàâåíñòâî.

Óòâåðæäåíèå 2 ([6]). Ïóñòü ôóíêöèÿ f ∈ Fn è èìååò
ñòåïåíü d, d > 1. Òîãäà ñïðàâåäëèâî íåðàâåíñòâî

pcf > 2n − 1− 2n−4−2bn−2
d−1
c(W 2

max − 2n).

Áóëåâà ôóíêöèÿ f ∈ Fn óäîâëåòâîðÿåò êðèòåðèþ
ðàñïðîñòðàíåíèÿ ñòåïåíè k (îáîçíà÷åíèå PC(k)), åñëè
wt(Duf) = 2n−1 äëÿ ëþáûõ u ∈ Vn òàêèõ, ÷òî 1 6 wt(u) 6
6 k.

Òåîðåìà 2 ([8]). Ïóñòü f ∈ Fn, óäîâëåòâîðÿþùàÿ
PC(k). Òîãäà

1. nl(f) > 2n−1 − 2n−1− 1
2
k;

2. Íåðàâåíñòâî â ï. 1 îáðàùàåòñÿ â ðàâåíñòâî
òîãäà è òîëüêî òîãäà, êîãäà âûïîëíÿåòñÿ îäíî èç
ñëåäóþùèõ óñëîâèé:

(a) k = n−1, n íå÷¼òíî è f(x) ïðåäñòàâèìà â âèäå
g(x1⊕xn, . . . , xn−1⊕xn)⊕h(x1, . . . , xn), ãäå x =
= (x1, . . . , xn) ∈ Vn, g � áåíò-ôóíêöèÿ èç Fn−1

è h � àôôèííàÿ ôóíêöèÿ èç Fn;
(b) k = n, n ÷¼òíî è f � áåíò-ôóíêöèÿ èç Fn.
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IV. Èíâàðèàíòíîñòü ÷èñëà âåêòîðîâ,

óäîâëåòâîðÿþùèõ êðèòåðèþ

ðàñïðîñòðàíåíèÿ, îòíîñèòåëüíî

ðàñøèðåíèÿ ïîëíîé àôôèííîé ãðóïïû

ïåðâîé ñòåïåíè

Íàïîìíèì íåêîòîðûå íåîáõîäèìûå ïîíÿòèÿ èç òåîðèè
ãðóïï.

Ïîëíàÿ àôôèííàÿ ãðóïïà GA(n, 2) ([1]) ñîñòîèò
èç ïîäñòàíîâîê π, äåéñòâèå êîòîðûõ íà Vn çàäà¼òñÿ
ñîîòíîøåíèåì

πx = Ax⊕ b,
ãäå x ∈ Vn, A � íåâûðîæäåííàÿ (n × n)-ìàòðèöà ñ
ýëåìåíòàìè èç F2 è b ∈ Vn.

Ðàñøèðåíèå ïîëíîé àôôèííîé ãðóïïû ïåðâîé
ñòåïåíè áóäåì îáîçíà÷àòü ÷åðåç AGA1(n, 2) ([1]).
Ýëåìåíòàìè ýòîé ãðóïïû ÿâëÿþòñÿ ïàðû (π, h), ãäå
π ∈ GA(n, 2), h � àôôèííàÿ ôóíêöèÿ èç Fn.

Ýëåìåíò (π, h) èç ãðóïïû AGA1(n, 2) äåéñòâóåò íà
ìíîæåñòâå Fn ñëåäóþùèì îáðàçîì:

f (π,h)(x) = f(πx)⊕ h(x), ãäå f ∈ Fn.

Ëåãêî ïðîâåðèòü, ÷òî òàêîå ïðåîáðàçîâàíèå ÿâëÿåòñÿ
âçàèìíî îäíîçíà÷íûì îòîáðàæåíèåì íà ìíîæåñòâå
áóëåâûõ ôóíêöèé.

Äâå áóëåâû ôóíêöèè f è g èç Fn íàçûâàþòñÿ
AGA1(n, 2)-ýêâèâàëåíòíûìè , åñëè ñóùåñòâóåò
ïðåîáðàçîâàíèå (π, h) ∈ AGA1(n, 2) òàêîå, ÷òî f (π,h) = g.

Ñïðàâåäëèâî ñëåäóþùåå óòâåðæäåíèå:

Òåîðåìà 3. Äëÿ AGA1(n, 2)-ýêâèâàëåíòíûõ ôóíêöèé f è
g èç Fn ñïðàâåäëèâî ðàâåíñòâî

pcf = pcg.

Äîêàçàòåëüñòâî. Òàê êàê f è g � AGA1(n, 2)-
ýêâèâàëåíòíûå ôóíêöèè, òî ñóùåñòâóåò íåêîòîðîå
ïðåîáðàçîâàíèå (ξ, h), ÷òî

g(x) = f (ξ,h)(x) = f(Ax⊕ b)⊕ h(x),

ãäå A = (aij) � îáðàòèìàÿ (n× n)-ìàòðèöà, aij ∈ F2, i, j =
= 1, 2, . . . , n, b = (b1, . . . , bn)> ∈ Vn è h(x) ∈ Fn, deg h 6 1.
ÏóñòüM = {A−1u : u ∈ EPC(f)}. Òîãäà â ñèëó îáðàòèìîñòè
ìàòðèöû A ñëåäóåò, ÷òî

#M = #EPC(f) = pcf .

Âûáåðåì ïðîèçâîëüíûé íåíóëåâîé âåêòîð v ∈ M è
ðàññìîòðèì ïðîèçâîäíóþ

Dvg(x) = g(x)⊕ g(x⊕ v) = f (ξ,h)(x)⊕ f (ξ,h)(x⊕ v) =

= f(Ax⊕ b)⊕ h(x)⊕ f(A(x⊕ v)⊕ b)⊕ h(x) =

= f(Ax⊕b)⊕f(Ax⊕b⊕Av) = f(Ax⊕b)⊕f(Ax⊕b⊕A(A−1u))

äëÿ íåêîòîðîãî u ∈ EPC(f). Ââåä¼ì íîâóþ ïåðåìåííóþ y =
= Ax⊕ b = ξx. Òîãäà

Dvg(ξ−1y) = f(y)⊕ f(y ⊕ u) = Duf(y)

Ñëåäîâàòåëüíî,

wt(Dvg) = wt(Duf) = 2n−1.

Òàêèì îáðàçîì, èç-çà âçàèìíîé îäíîçíà÷íîñòè
ïðåîáðàçîâàíèÿ (ξ, h) è, â ÷àñòíîñòè, èç-çà îáðàòèìîñòè
ìàòðèöû A äëÿ ëþáîãî íåíóëåâîãî âåêòîðà v ∈ M
íàéä¼òñÿ âåêòîð u ∈ EPC(f), ÷òî wt(Dvg) = wt(Duf).
Ñëåäîâàòåëüíî, pcg > pcf . Ïðîâåäÿ àíàëîãè÷íûå
ðàññóæäåíèÿ äëÿ ïðåîáðàçîâàíèÿ (ξ−1, h′), ïðè êîòîðîì

f = g(ξ
−1,h′), ïîëó÷àåì pcg 6 pcf . Òåîðåìà äîêàçàíà. �

V. Êðèòåðèé ðàñïðîñòðàíåíèÿ

êâàäðàòè÷íûõ ôóíêöèé

Áóëåâà ôóíêöèÿ f ∈ Fn íàçûâàåòñÿ êâàäðàòè÷íîé,
åñëè å¼ ÀÍÔ èìååò ñëåäóþùèé âèä:

f(x) = f(x1, x2, . . . , xn) =
⊕

16i<j6n

aijxixj ⊕
n⊕
l=1

alxl ⊕ a0,

ãäå aij (1 6 i < j 6 n), al (1 6 l 6 n), a0 � ýëåìåíòû ïîëÿ
F2. Ïîëèíîì êâàäðàòè÷íîé ôóíêöèè f ìîæåò áûòü çàïèñàí
â ñëåäóþùåì âèäå:

f(x) = f(x1, x2, . . . , xn) = x>Qfx⊕ a>f x⊕ a0,

ãäå

Qf =


0 a1,2 a1,3 . . . a1,n
0 0 a2,3 . . . a2,n
...

...
. . .

...
...

0 . . . . . . 0 an−1,n

0 . . . . . . . . . 0


� âåðõíåòðåóãîëüíàÿ (n × n)-ìàòðèöà ñ íóëåâîé ãëàâíîé
äèàãîíàëüþ, a>f = (a1, a2, . . . , an). Ñ ìàòðèöåé Qf ñâÿçàíà
ñëåäóþùàÿ ñèììåòðè÷åñêàÿ ìàòðèöà ñ íóëåâîé ãëàâíîé
äèàãîíàëüþ:

Q̃f = Qf ⊕Q>f .
Òàêàÿ ìàòðèöà íàçûâàåòñÿ ñèìïëåêòè÷åñêîé . Îòìåòèì,
÷òî ðàíã ñèìïëåêòè÷åñêîé ìàòðèöû ÷¼òåí ([1]).

Êâàäðàòè÷íûå ôóíêöèè ìîãóò áûòü ïðåîáðàçîâàíû â
êàíîíè÷åñêóþ ôîðìó ïðè ïîìîùè òåîðåìû Äèêñîíà.

Òåîðåìà 4 (Äèêñîí [11]). Ïóñòü f ∈ Fn �

êâàäðàòè÷íàÿ ôóíêöèÿ, Q̃f � å¼ ñèìïëåêòè÷åñêàÿ

ìàòðèöà ðàíãà r (rank Q̃f = r). Òîãäà ñóùåñòâóåò òàêîå
ïðåîáðàçîâàíèå ξ ∈ GA(n, 2), ÷òî ôóíêöèÿ f ìîæåò áûòü
ïðèâåäåíà ê îäíîìó èç ïåðå÷èñëåííûõ íèæå âèäîâ:

1. Åñëè rank Q̃f = 0, òî ëèáî f(ξx) = ε, ε = 0, 1, ëèáî
f(ξx) = x1;

2. Åñëè rank Q̃f = r, r > 2 òî ëèáî f(ξx) =

=
⊕r/2

i=1 x2i−1x2i ⊕ ε, ε = 0, 1, ëèáî f(ξx) =

=
⊕r/2

i=1 x2i−1x2i ⊕ xr+1.

Ñëåäóþùàÿ òåîðåìà ïîêàçûâàåò, ÷åìó ðàâíî pcf ó
êâàäðàòè÷íûõ ôóíêöèé.

Òåîðåìà 5. Ïóñòü f ∈ Fn � êâàäðàòè÷íàÿ ôóíêöèÿ,
ðàíã å¼ ñèìïëåêòè÷åñêîé ìàòðèöû ðàâåí r. Òîãäà pcf =
= (2r − 1) · 2n−r.

Äîêàçàòåëüñòâî. Ïî òåîðåìå Äèêñîíà ñóùåñòâóåò
ïðåîáðàçîâàíèå ξ ∈ GA(n, 2) òàêîå, ÷òî ïðè r = 0
ôóíêöèÿ f ìîæåò áûòü ïðèâåäåíà ê âèäó g(x) = f(ξx) = ε,
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ãäå ε = 0, 1, èëè ê g(x) = f(ξx) = x1. Â ñëó÷àå
r > 2 ôóíêöèÿ f ìîæåò áûòü ïðèâåäåíà ê âèäó
g(x) = f(ξx) =

⊕r/2
i=1 x2i−1x2i ⊕ ε, ãäå ëèáî ε = 0, 1,

ëèáî ε = xr+1.
Èç Òåîðåìû 3 ñëåäóåò, ÷òî êîëè÷åñòâà âåêòîðîâ

êðèòåðèåâ ðàñïðîñòðàíåíèÿ ôóíêöèé f è g îäèíàêîâû.
Òàêèì îáðàçîì, íàì äîñòàòî÷íî ðàññìîòðåòü ôóíêöèþ g
íà ïðåäìåò êðèòåðèÿ ðàñïðîñòðàíåíèÿ.

Â ñëó÷àå r = 0 ôóíêöèÿ g ÿâëÿåòñÿ àôôèííîé
ôóíêöèåé, è, ñëåäîâàòåëüíî, ïîëó÷àåì pcg = pcf = 0, ÷òî
ÿâëÿåòñÿ èñêîìûì òåîðåìû.

Ðàññìîòðèì ñëó÷àé ïðè r > 2. Ïî âòîðîìó
ïóíêòó Óòâåðæäåíèÿ 1 äëÿ ïðîèçâîäíîé ôóíêöèè g
ïî íàïðàâëåíèþ u ìû ïîëó÷àåì

Dug(x) = Du(

r/2⊕
i=1

x2i−1x2i ⊕ ε) =

= Du(

r/2⊕
i=1

x2i−1x2i)⊕Duε.

Ïîñêîëüêó
⊕r/2

i=1 x2i−1x2i � áåíò-ôóíêöèÿ ([1]), òî å¼
pcf ðàâíî 2r−1. À òàê êàê ε ÿâëÿåòñÿ àôôèííîé ôóíêöèåé,
òî ïî ÷åòâ¼ðòîìó ïóíêòó Óòâåðæäåíèÿ 1 Duε ≡ const,
è, ñëåäîâàòåëüíî, xr+1, . . . , xn íå èãðàþò ðîëè â êðèòåðèè
ðàñïðîñòðàíåíèÿ. Ïðè ôèêñàöèè ïåðåìåííûõ x1, . . . , xr è
ïåðåáîðå îñòàëüíûõ ïåðåìåííûõ ïîëó÷àåì 2n−r âàðèàíòîâ
âåêòîðîâ.

Ó÷èòûâàÿ ïðèâåä¼ííûå âûøå ðàññóæäåíèÿ,
ïåðåìíîæàåì ïîëó÷åííûå ÷èñëà è ïîëó÷àåì
pcg = pcf = (2r − 1) · 2n−r. Òåîðåìà äîêàçàíà. �

VI. Êðèòåðèé ðàñïðîñòðàíåíèÿ

àëãåáðàè÷åñêè âûðîæäåííûõ ôóíêöèé

Â äàííîì ðàçäåëå ìû ðàññìîòðèì ÷àñòíûé ñëó÷àé
àëãåáðàè÷åñêè âûðîæäåííûõ ôóíêöèé, à èìåííî êîãäà
òàêàÿ ôóíêöèÿ âûðîæäàåòñÿ äî áåíò-ôóíêöèè, è èçó÷èì
åãî êðèòåðèé ðàñïðîñòðàíåíèÿ.

Áóëåâà ôóíêöèÿ f ∈ Fn íàçûâàåòñÿ àëãåáðàè÷åñêè
âûðîæäåííîé , åñëè ñóùåñòâóþò ôóíêöèÿ g ∈ Fk, k < n
è (k×n)-ìàòðèöà G ðàíãà k (rankG = k) òàêèå, ÷òî f(x) =
= g(Gx).

Òåîðåìà 6. Ïóñòü f ∈ Fn � àëãåáðàè÷åñêè âûðîæäåííàÿ
ôóíêöèÿ, f(x) = g(Gx), ãäå g ∈ Fk, k < n, � áåíò-
ôóíêöèÿ, G � (k × n)-ìàòðèöà ðàíãà k. Ââåä¼ì ëèíåéíîå
îòîáðàæåíèå ϕG : Vn → Vk òàêîå, ÷òî ϕG(x) = Gx. Òîãäà
âåêòîð u ∈ Vn óäîâëåòâîðÿåò êðèòåðèþ ðàñïðîñòðàíåíèÿ
ôóíêöèè f òîãäà è òîëüêî òîãäà, êîãäà îí íå ëåæèò â
ÿäðå îòîáðàæåíèÿ kerϕG = {x ∈ Vn : ϕG(x) = 0k}.

Äîêàçàòåëüñòâî. Ðàññìîòðèì àâòîêîððåëÿöèîííóþ
ôóíêöèþ áóëåâîé ôóíêöèè f îò íåíóëåâîãî âåêòîðà u:

∆f (u) =
∑
x∈Vn

(−1)f(x)⊕f(x⊕u) =

=
∑
x∈Vn

(−1)g(Gx)⊕g(G(x⊕u)) =
∑
x∈Vn

(−1)g(Gx)⊕g(Gx⊕Gu).

Ââåä¼ì íîâóþ ïåðåìåííóþ y ∈ Vk, y = Gx. Òàê êàê
dim kerϕG = n− k, òî ïðîñòðàíñòâî Vn ðàñêëàäûâàåòñÿ íà

2k ñìåæíûõ êëàññîâ ïî ÿäðó kerϕG. Òîãäà ìû èìååì∑
x∈Vn

(−1)g(Gx)⊕g(Gx⊕Gu) = 2k
∑
y∈Vk

(−1)g(y)⊕g(y⊕Gu).

Ñîãëàñíî îïðåäåëåíèþ, âåêòîð u óäîâëåòâîðÿåò
êðèòåðèþ ðàñïðîñòðàíåíèÿ, åñëè ∆f (u) = 0. Åñëè
u ∈ kerϕG, òî ϕG(u) = Gu = 0, è, ñëåäîâàòåëüíî,
∆f (u) = 2k

∑
y∈Vk

(−1)g(y)⊕g(y) = 2k · 2k = 22k. Òàêèì
îáðàçîì, âåêòîð u ∈ kerϕG íå óäîâëåòâîðÿåò êðèòåðèþ
ðàñïðîñòðàíåíèÿ.

Ïóñòü u /∈ kerϕG. Òîãäà èç-çà òîãî, ÷òî ôóíêöèÿ g �
áåíò-ôóíêöèÿ, òî å¼ ïðîèçâîäíàÿ DGu g óðàâíîâåøåíà,
è ïîýòîìó ∆f (u) = 0. Çíà÷èò, âåêòîð u óäîâëåòâîðÿåò
êðèòåðèþ ðàñïðîñòðàíåíèÿ. Òåîðåìà äîêàçàíà. �

Ñëåäñòâèå 1. Ïóñòü f ∈ Fn � àëãåáðàè÷åñêè
âûðîæäåííàÿ ôóíêöèÿ, f(x) = g(Gx), ãäå g ∈ Fk, k < n �
áåíò-ôóíêöèÿ, G � (k × n)-ìàòðèöà ðàíãà k. Òîãäà
pcf = 2n − 2n−k.

VII. Ôóíêöèè èç êëàññà

Ìàéîðàíà�ÌàêÔàðëàíäà

Êîíñòðóêöèÿ Ìàéîðàíà�ÌàêÔàðëàíäà èñïîëüçóåòñÿ
äëÿ ïîñòðîåíèÿ ðàçëè÷íûõ êðèïòîãðàôè÷åñêèõ êëàññîâ
áóëåâûõ ôóíêöèé. Â ñâÿçè ñ ýòèì ïðåäñòàâëÿåò èíòåðåñ
èçó÷åíèå ïàðàìåòðîâ êðèòåðèÿ ðàñïðîñòðàíåíèÿ òàêèõ
ôóíêöèé.

Ñïðàâåäëèâî ñëåäóþùåå óòâåðæäåíèå:

Òåîðåìà 7. Ïóñòü n ∈ N, r ∈ {1, . . . , n−1}, n−r 6 r, g ∈
∈ Fn−r, Φ : Vn−r → Vr, Φ � èíúåêòèâíîå îòîáðàæåíèå.
Ââåä¼ì áóëåâó ôóíêöèþ f : Vn = Vr × Vn−r → F2, êîòîðàÿ
çàäà¼òñÿ ðàâåíñòâîì

f(z) = f(x, y) = 〈x,Φ(y)〉 ⊕ g(y),

ãäå z = (x, y) ∈ Vn, x ∈ Vr, y ∈ Vn−r. Òîãäà ñïðàâåäëèâî
íåðàâåíñòâî pcf > (2n−r − 1) · 2r (ñïîñîá ñèíòåçà áóëåâûõ
ôóíêöèé, îïèñàííûé âûøå, íàçûâàåòñÿ êîíñòðóêöèåé
Ìàéîðàíà�ÌàêÔàðëàíäà ([13])).

Äîêàçàòåëüñòâî. Âûáåðåì ïðîèçâîëüíûé âåêòîð b ∈
∈ Vn, b = (u, v), z ⊕ b = (x ⊕ u, y ⊕ v) è ïîñ÷èòàåì ïî åãî
íàïðàâëåíèþ ïðîèçâîäíóþ ôóíêöèè f .

Dbf(z) = f(z ⊕ b)⊕ f(z) =

= 〈x⊕ u,Φ(y ⊕ v)〉 ⊕ g(y ⊕ v)⊕ 〈x,Φ(y)〉 ⊕ g(y) =

= 〈x,Φ(y ⊕ v)⊕ Φ(y)〉 ⊕ 〈u,Φ(y ⊕ v)〉 ⊕ g(y ⊕ v)⊕ g(y).

Òàê êàê n − r 6 r è îòîáðàæåíèå Φ � èíúåêòèâíî,
òî Φ(y ⊕ v) 6= Φ(y), åñëè wt(v) > 1. Ýòà ïðîèçâîäíàÿ
óðàâíîâåøåíà, òàê êàê ïðè ôèêñàöèè y îíà ÿâëÿåòñÿ
ëèíåéíîé ôóíêöèåé îòíîñèòåëüíî âåêòîðà x. ×èñëî
íåíóëåâûõ âåêòîðîâ v ðàâíî 2n−r − 1. Ïîñêîëüêó ýòîò
ðåçóëüòàò íå çàâèñèò îò âûáîðà âåêòîðà u, òî ìû ïîëó÷àåì
÷èñëî âñåõ âîçìîæíûõ âàðèàíòîâ u, ðàâíîå 2r.

Ó÷èòûâàÿ ïðèâåä¼ííûå âûøå ðàññóæäåíèÿ,
ïåðåìíîæàåì ïîëó÷åííûå ÷èñëà è ïîëó÷àåì
pcf > (2n−r − 1) · 2r. Òåîðåìà äîêàçàíà. �
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VIII. Êðèòåðèé ðàñïðîñòðàíåíèÿ

ïëàòîâèäíûõ ôóíêöèé

Çíà÷èòåëüíûé èíòåðåñ äëÿ êðèïòîãðàôèè
ïðåäñòàâëÿþò ïëàòîâèäíûå ôóíêöèè. Èçó÷èì
ïðèìåíèòåëüíî ê ýòîìó êëàññó êðèòåðèé ðàñïðîñòðàíåíèÿ.

Ôóíêöèÿ f ∈ Fn íàçûâàåòñÿ ïëàòîâèäíîé ïîðÿäêà
2r, 0 6 r 6 n/2, åñëè êâàäðàò êàæäîãî êîýôôèöèåíòà
Óîëøà�Àäàìàðà ðàâåí ëèáî 22n−2r, ëèáî 0. Åñëè ìû íå
õîòèì ïîä÷¼ðêèâàòü êîíêðåòíîå çíà÷åíèå r, òî áóäåì
èñïîëüçîâàòü òåðìèí ïëàòîâèäíàÿ ôóíêöèÿ.

Òåïåðü ïðèâåä¼ì áåç äîêàçàòåëüñòâà íåáîëüøóþ ëåììó.

Ëåììà 1 ([1]). Ïóñòü f � ïëàòîâèäíàÿ ôóíêöèÿ
ïîðÿäêà 2r < n èç Fn. Ñëåäóþùèå óñëîâèÿ ýêâèâàëåíòíû:

1. ×èñëî íåíóëåâûõ çíà÷åíèé àâòîêîððåëÿöèîííîé
ôóíêöèè N∆f ðàâíî 2n−2r;

2. dimEf = n − 2r (Ef = {u ∈ Vn : Duf ≡ const} �
ïðîñòðàíñòâî ëèíåéíûõ ñòðóêòóð).

Íà îñíîâå ýòîé ëåììû âûâåäåì ñëåäóþùèé ðåçóëüòàò.

Ëåììà 2. Ïóñòü f � ïëàòîâèäíàÿ ôóíêöèÿ ïîðÿäêà 2r <
< n èç Fn, dimEf = n− 2r. Òîãäà pcf = 2n − 2n−2r.

Äîêàçàòåëüñòâî. Èç Ëåììû 1 ñëåäóåò, ÷òî N∆f =
= 2n−2r. Òîãäà ïî îïðåäåëåíèþ êðèòåðèÿ ðàñïðîñòðàíåíèÿ
pcf = 2n −N∆f = 2n − 2n−2r. �

Òåïåðü ðàññìîòðèì âîïðîñ î êðèòåðèè ðàñïðîñòðàíåíèÿ
ïîäêëàññà ïëàòîâèäíûõ ôóíêöèé.

Ôóíêöèè g1, g2 ∈ Fn, n � íå÷¼òíîå, íàçûâàþòñÿ
âçàèìíî äîïîëíÿþùèìè ïëàòîâèäíûìè
ôóíêöèÿìè ïîðÿäêà (n − 1), åñëè äëÿ ëþáîãî
u ∈ Vn ëèáî Wg1(u) = 0, W 2

g2(u) = 2n+1, ëèáî
W 2
g1(u) = 2n+1, Wg2(u) = 0.
Äàëåå íàì ïîòðåáóåòñÿ ñëåäóþùàÿ òåîðåìà.

Òåîðåìà 8 ([1]). Ôóíêöèè g1, g2 ∈ Fn ÿâëÿþòñÿ âçàèìíî
äîïîëíÿþùèìè ïëàòîâèäíûìè ôóíêöèÿìè ïîðÿäêà
n− 1 òîãäà è òîëüêî òîãäà, êîãäà âûïîëíåíî îäíî èç äâóõ
ýêâèâàëåíòíûõ óñëîâèé:

1. W 2
g1(u) +W 2

g2(u) = 2n+1 äëÿ ëþáîãî u ∈ Vn;
2. ∆g1(u) + ∆g2(u) = 0 äëÿ ëþáîãî íåíóëåâîãî u ∈ Vn.

Èç íå¼ ìîæíî âûâåñòè ñëåäóþùèé ðåçóëüòàò.

Òåîðåìà 9. Ïóñòü n � íå÷¼òíîå è g1, g2 ∈ Fn � âçàèìíî
äîïîëíÿþùèå ïëàòîâèäíûå ôóíêöèè ïîðÿäêà n − 1. Òîãäà
EPC(g1) = EPC(g2).

Äîêàçàòåëüñòâî. Ïî Òåîðåìå 8 èìååì ∆g1(u) +
+∆g2(u) = 0 äëÿ ëþáîãî íåíóëåâîãî u ∈ Vn. Â ñëó÷àå, åñëè
∆g1(u) ðàâíî 0, ìû ïîëó÷àåì, ÷òî ∆g2(u) òîæå ðàâíî 0,
è íàîáîðîò. Òàêèì îáðàçîì, EPC(g1) = EPC(g2). Òåîðåìà
äîêàçàíà. �

IX. Êðèòåðèé ðàñïðîñòðàíåíèÿ

ìóëüòèàôôèííûõ ôóíêöèé

Áóëåâà ôóíêöèÿ f ∈ Fn íàçûâàåòñÿìóëüòèàôôèííîé ,
åñëè ñóùåñòâóåò ïðåäñòàâëåíèå ôóíêöèè f â âèäå
ïðîèçâåäåíèÿ àôôèííûõ ôóíêöèé:

f =

t∏
i=1

(ai1x1 ⊕ ai2x2 ⊕ · · · ⊕ ainxn ⊕ ai0),

ãäå aij ∈ F2, i = 1, . . . , t, j = 0, . . . , n.
Èçó÷èì å¼ êðèòåðèé ðàñïðîñòðàíåíèÿ. Äëÿ ýòîãî

ðàññìîòðèì ìóëüòèàôôèííóþ ôóíêöèþ f èç Fn è
îïðåäåëèì ìàòðèöó A è âåêòîð A0 ñëåäóþùèì îáðàçîì:

A =


a11 a12 . . . a1n
a21 a22 . . . a2n
...

...
. . .

...

at1 at1 . . . atn

 = [A1, A2, . . . , An] èA0 =


a10
a20
...

at0

,
ãäå A1, . . . , An � ñòîëáöû ìàòðèöû A.

Íåòðóäíî ïîíÿòü, ÷òî íîñèòåëü ôóíêöèè supp (f)
ïðåäñòàâëÿåò ñîáîé ïëîñêîñòü, îïèñûâàåìóþ ñèñòåìîé
ëèíåéíûõ óðàâíåíèé ([11]):

Ax = A0 ⊕ 1t. (∗)

Â ñëó÷àå ñîâìåñòíîñòè ñèñòåìû (∗) ÷èñëî å¼ ðåøåíèé
ðàâíî 2n−rankA. Ìíîæåñòâî supp (f) ÿâëÿåòñÿ ñìåæíûì
êëàññîì ïî ïîäïðîñòðàíñòâó L = {x ∈ Vn : Ax = 0t}
è, êðîìå òîãî, äëÿ ëþáîãî u ∈ L âûïîëíÿåòñÿ òîæäåñòâî
Duf ≡ 0. Òîãäà ñïðàâåäëèâî ñëåäóþùåå óòâåðæäåíèå:

Óòâåðæäåíèå 3. Ïóñòü f ∈ Fn � ìóëüòèàôôèííàÿ
ôóíêöèÿ. Òîãäà pcf 6 2n(1− 2−rankA).

X. Çàêëþ÷åíèå

Â äàííîé ðàáîòå áûëè ïîëó÷åíû òî÷íûå çíà÷åíèÿ
è îöåíêè êîëè÷åñòâà âåêòîðîâ, óäîâëåòâîðÿþùèõ
êðèòåðèþ ðàñïðîñòðàíåíèÿ èçâåñòíûõ êðèïòîãðàôè÷åñêèõ
êëàññîâ áóëåâûõ ôóíêöèé, òàêèõ êàê ïëàòîâèäíûå
ôóíêöèè, ôóíêöèè èç êëàññà Ìàéîðàíà�ÌàêÔàðëàíäà,
êâàäðàòè÷íûå ôóíêöèè, àëãåáðàè÷åñêè âûðîæäåííûå
ôóíêöèè è ìóëüòèàôôèííûå ôóíêöèè. Òàêæå ïîêàçàíî,
÷òî ÷èñëî âåêòîðîâ, óäîâëåòâîðÿþùèõ êðèòåðèþ
ðàñïðîñòðàíåíèÿ áóëåâîé ôóíêöèè, ÿâëÿåòñÿ èíâàðèàíòîì
äëÿ ðàñøèðåíèÿ ïîëíîé àôôèííîé ãðóïïû ïåðâîé ñòåïåíè.
Ïîëó÷åííûå ðåçóëüòàòû ìîãóò áûòü èñïîëüçîâàíû â
ñèíòåçå êðèïòîãðàôè÷åñêèõ ïðèìèòèâîâ ñ çàäàííûìè
ñâîéñòâàìè, âû÷èñëåíèè ìåòðè÷åñêèõ è êîìáèíàòîðíûõ
ïàðàìåòðîâ êðèïòîãðàôè÷åñêèõ áóëåâûõ ôóíêöèé, à
òàêæå äëÿ ðàñ÷¼òà ïàðàìåòðîâ íåêîòîðûõ êëàññîâ ìåòîäîâ
êðèïòîàíàëèçà.
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On Propagation Criteria of Some Classes of Boolean
Functions
G.A. Isaev

Abstract�The de�nition of the propagation
criterion of Boolean functions was introduced by
Bart Preneel and co-authors in [5]. This concept
represent a set of vectors, for which the corresponding
derivatives of a Boolean function are balanced. It
characterizes the statistical properties of a family of
Boolean function derivatives that play an important
role in the cryptosystem analysis and synthesis.

For some classes of Boolean functions, the
propagation criterion determines their extreme
properties. For example, the propagation criterion
of bent functions determines their maximum
nonlinearity. However, the main disadvantage of bent
functions is the lack of balancedness, which means
that such functions do not have a uniform output
distribution. The construction of balanced Boolean
functions having a high nonlinearity and a large
number of vectors satisfying the propagation criterion
is still an open problem in cryptography.

In this paper we obtain exact values and
estimates of the number of vectors satisfying
the propagation criterion of Boolean functions
from well-known cryptographic classes, such as
plateaued functions, Maiorana-McFarland functions,
quadratic functions, algebraic degenerate functions
and multia�ne functions. We also show that the
number of vectors satisfying the propagation criterion
is an invariant for the extension of the general a�ne
group of the �rst degree.

Keywords�Boolean functions, propagation
criterion, general a�ne group, extension of the general
a�ne group.
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